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Asking a big LLM model to compute 2 + 2 is wasteful and might be unreliable

- We already have fast, reliable software (a calculator) that does this better

- We can actually let models use external tools instead of doing everything themselves
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Why AI Agents? Motivating example

User → LLM (reasoning)
↓

Tool choice
↓

Tool result
↓

LLM (next step)

What day of the 
week will it be 30 
days from today? Steps:

1. Get Today’s date
2. Calculate the future date
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Core capabilities:

- Planning & Reasoning

- reflection (self-critic), chain of thought, subgoal decomposition

- Memory / Statefullness

- information from previous runs/previous steps + long-term memory

- Action and Tools Use 

- function calling
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AI Agents 4 Dummies

(Artificial Intelligence: A Modern Approach”, 1995)

Agentic AI - Threats and Mitigations. OWASP Top 10 for LLM & Generative AI Security. 
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/ (accessed 2025-03-10).

Agents are definitely not 

a new thing in AI...

But now, we have LLMs
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Single Agent Architecture

Agentic AI - Threats and Mitigations. OWASP Top 10 for LLM & Generative AI Security. 
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/ (accessed 2025-03-10).
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A few Major Points to be Considered

A. We are using off-the-shelf 

operating systems to do this

C. We are using off-the-shelf 

LLMs to do this

B. Custom frameworks and 
protocols 

(no security by design though...)

Agentic AI - Threats and Mitigations. OWASP Top 10 for LLM & Generative AI Security. 
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/ (accessed 2025-03-10).
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An even BIGGER Issue: Multi-Agent Architectures

Agentic AI - Threats and Mitigations. OWASP Top 10 for LLM & Generative AI Security. 
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/ (accessed 2025-03-10).

D. We are using standard communication 

protocols and protection methods for these
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An operating system (OS) is system software that manages computer hardware and software 

resources, and provides common services for computer programs.
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A. Surprising Similarities

Operating System. Wikipedia; 2025.

https://github.com/agiresearch/AIOS

security

https://github.com/agiresearch/AIOS
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Model Context Protocol (MCP) provides a standardized way to connect AI applications to external systems
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B. Communication Protocols for AI Agents

Architecture overview. Model Context Protocol. 
https://modelcontextprotocol.io/docs/learn/architecture (accessed 2025-10-03).

security

https://modelcontextprotocol.io/docs/learn/architecture
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Usually, the client is already implemented (OpenAI, 

Claude, ...)

The developer implements the server:

- Resources: structured data objects providing 

context

- Tools: executable functions exposed by servers

- Prompts: templated messages or workflows 

designed to guide the AI behavior

The server communicates with JSONs + STDIO / HTTP

10

MCP 4 Dummies

Tutorial: https://modelcontextprotocol.io/docs/develop/build-server

https://modelcontextprotocol.io/docs/develop/build-server
https://modelcontextprotocol.io/docs/develop/build-server
https://modelcontextprotocol.io/docs/develop/build-server
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C. Are Standard LLMs Good for This?

Zverev, Egor, et al. ‘Can LLMs Separate Instructions From Data? And What Do We Even Mean By That?’ ICLR, 2025.

Main findings: models fail to achieve separation; more data or bigger models might not 

be enough; we need architectural changes and active mitigations

We will see this paper in detail

Main contributions: 

- Formal definition of the 

desirable property of 

instruction-data separation

- Proxy measure and dataset

- Empirical evaluation
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First, some definitions:

- instructions = what the model is meant to execute

- data = what the model is meant to process

If they are not separated well, there is a risk of misinterpretation or even attacks!

12

Formal Characterization of Instruction-Data Separation

Wrongly executed instruction

(indirect prompt injection)
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13https://www.evidentlyai.com/llm-guide/prompt-injection-llm

Jailbreaks: Target system that prevent attackers 
from eliciting harmful knowledge

Generally go against the intent of model designer

Prompt Injections: Target systems that prevent 
attackers from triggering malicious actions

Confidentiality / Integrity of the system

https://www.evidentlyai.com/llm-guide/prompt-injection-llm
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s = task prompt

d = data prompt

x = task-like probe string
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Formal Characterization of Instruction-Data Separation

Joint probability 

distribution over 
triples of strings

Instructions passed in 

the data part

Instructions passed in 

the task part

Model

Some dissimilarity measure 

(e.g., KL Divergence)

Characterizes how differently the model behaves when the probe appears in the 

instructions vs. the data argument
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- The distribution p is unknown

- Collect a dataset of (task prompts, data prompts, task-like probe strings)

- The set of potential model outputs is large & output probabilities are generally unknown

- Use a proxy measure to check if the instructions are executed -> surprise witness

15

Problems
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given:

p, q -> two probability distributions over strings

w -> (typically short) string that satisfies the following

16

The Surprise Witness

This means “is a substring”

Usually appears in distribution q And not in distribution p

You can think of w as the 
outcome of the hidden 

instruction



saiferlab.ai
17

Measuring Utility and Separation

Model outputs when the probe is 

in the instruction argument

Expected to be high: the model is supposed to follow instructions when passed as instructions

Model outputs when the probe is 

in the data argument

Separation: the witness is supposed to appear only in the outputs when the probe is in 

the instruction argument AND NOT in the data argument (normalized by utility)

+ Computed only from model’s outputs
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An Example from the Dataset

Summary of the experiments

- Dataset of 9k tuples (s, d, x, w)

- 9 models

They test:

- normal prompt the prompt with instructions and data passed consecutively

- prompt engineering the prompt with a template that tells the model what is task and  what is data

- prompt optimization GCG with witness and probe string

- fine-tuning several methods of supervised training
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Results

GPT-4: high utility, low separation

GPT-3.5: more separation?

Fine tuning helps, but tends to reduce utility
Just telling the model might be enough if the 

model is “powerful” enough

Higher separation 

comes with lower utility
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1. does not offer a ready-to-use defense

- only provides a diagnostic test

2. depends on the witnesses

- attackers can evade or poison static signals

3. not directly usable in training

- overfitting to prompt structure / backdoors

Then... what do we do with this paper?

20

Why this is not Enough
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1. does not offer a ready-to-use defense

- only provides a diagnostic test

2. depends on the witnesses

- attackers can evade or poison static signals

3. not directly usable in training

- overfitting to prompt structure / backdoors

Then... what do we do with this paper?

- treat instruction and data separation as a security property

- combine with system-level defenses

- guide architectural and training research

21

Why this is not Enough
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Adaptive Attacks for LLMs?

TL;DR: static evaluations are misleading; defenses work only 

against single or a set of attacks; adaptive attacks are needed.

Notably, the “Human red-teaming 
setting” scored 100%, defeating all 
defenses. 
That red team consisted of 500 
participants in an online competition 
they ran with a $20,000 prize fund.
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Looking for volunteers to present this paper at the next reading groups 

TL;DR: some requirements for agentic networks security; mitigation framework (data abstraction, 
policy-based firewalls) and testbed.

23

D. Firewalls for LLMs?

Input firewall: sanitize inputs with a task-specific protocol

Data firewall: share only data minimally needed for the task

Trajectory firewall: self-correcting routines, behavior analysis
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Recap

Zverev, Egor, et al. ‘Can LLMs Separate Instructions From Data? And What Do We Even Mean By That?’ ICLR, 2025.

Main findings: models fail to achieve 

separation; more data or bigger models 
might not be enough; we need 

architectural changes and active 

mitigations

Main contributions: 

- Formal definition of the 

desirable property of 

instruction-data separation

- Proxy measure and dataset

- Empirical evaluation

follow-up paper

TL;DR: architectural element that creates separate embeddings 

for “instructions” vs “data” (using an orthogonal transform)



And now, some blog posts...
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GitHub MCP Exploited: Accessing private repositories via MCP

https://invariantlabs.ai/blog/mcp-github-vulnerability

Attack Setup

In this attack setup, the user is using an 
MCP client like Claude Desktop with 
the Github MCP server connected to 

their account.

https://invariantlabs.ai/blog/mcp-github-vulnerability
https://invariantlabs.ai/blog/mcp-github-vulnerability
https://invariantlabs.ai/blog/mcp-github-vulnerability
https://invariantlabs.ai/blog/mcp-github-vulnerability
https://invariantlabs.ai/blog/mcp-github-vulnerability
https://github.com/github/github-mcp-server
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Step 1: Open an Issue in a Public Repository

https://github.com/ukend0464/pacman

https://github.com/ukend0464/pacman
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Claude then uses the GitHub MCP integration to follow the instructions. Throughout this process, 

Claude Desktop by default requires the user to confirm individual tool calls. However, many users 
already opt for an “Always Allow” confirmation policy when using agents, and stop monitoring 
individual actions.

28

Step 2: Ask Claude to fix the Issue with the GitHub MCP Integration
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Step 3: Read the Pull Request
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Access to your private data—one of the most 

common purposes of tools in the first place!

Exposure to untrusted content—any mechanism by 

which text (or images) controlled by a malicious 
attacker could become available to your LLM.

The ability to externally communicate in a way that 
could be used to steal your data.

30

How to Prevent these Issues?

https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/

https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
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https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
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Meta took inspiration from a very simple rule 

developed for the Chromium browser

Never grant more than two of the risk factors

31

Mitigation: Choose Two

https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md

https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md
https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md
https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md
https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md
https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md


saiferlab.ai

Never grant all three at the same time

If more than two are needed, the agent should 
not act autonomously (human-in-the-loop 

approval)

32

Mitigation: The Rule of 2 for AI Agents

https://ai.meta.com/blog/practical-ai-agent-security/

https://ai.meta.com/blog/practical-ai-agent-security/
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Attack Scenario: Prompt injection within an issue that contains a string with hidden instructions.

The command instructs a user’s GitHub bot to gather the private information from the other 
repositories and respond on the issue.

33

An example

Agents Rule of Two, Meta AI https://ai.meta.com/blog/practical-ai-agent-security/

Abdelnabi et al., LLMail-Inject: A Dataset from a Realistic Adaptive Prompt Injection Challenge, https://arxiv.org/abs/2506.09956

[A] Process untrustworthy inputs (incoming issues opened by any user)

[B] Access to sensitive systems or private data (all the repositories of the user)

[C] Change state or communicate externally (respond to issues)

https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
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https://arxiv.org/abs/2506.09956
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Attack Scenario: Prompt injection within an issue that contains a string with hidden instructions.

The command instructs a user’s GitHub bot to gather the private information from the other 
repositories and respond on the issue.
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An example

Agents Rule of Two, Meta AI https://ai.meta.com/blog/practical-ai-agent-security/

Abdelnabi et al., LLMail-Inject: A Dataset from a Realistic Adaptive Prompt Injection Challenge, https://arxiv.org/abs/2506.09956

[A] Process untrustworthy inputs (incoming issues opened by any user)

[B] Access to sensitive systems or private data (all the repositories of the user)

[C] Change state or communicate externally (respond to issues)

- White list of issue openers (e.g., other maintainers)

https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://arxiv.org/abs/2506.09956


saiferlab.ai

Attack Scenario: Prompt injection within an issue that contains a string with hidden instructions.

The command instructs a user’s GitHub bot to gather the private information from the other 
repositories and respond on the issue.
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An example

Agents Rule of Two, Meta AI https://ai.meta.com/blog/practical-ai-agent-security/

Abdelnabi et al., LLMail-Inject: A Dataset from a Realistic Adaptive Prompt Injection Challenge, https://arxiv.org/abs/2506.09956

[A] Process untrustworthy inputs (incoming issues opened by any user)

[B] Access to sensitive systems or private data (all the repositories of the user)

[C] Change state or communicate externally (respond to issues)

- Allow the agent to only access public repositories

https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
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https://ai.meta.com/blog/practical-ai-agent-security/
https://ai.meta.com/blog/practical-ai-agent-security/
https://arxiv.org/abs/2506.09956
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Attack Scenario: Prompt injection within an issue that contains a string with hidden instructions.

The command instructs a user’s GitHub bot to gather the private information from the other 
repositories and respond on the issue.
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An example

Agents Rule of Two, Meta AI https://ai.meta.com/blog/practical-ai-agent-security/

Abdelnabi et al., LLMail-Inject: A Dataset from a Realistic Adaptive Prompt Injection Challenge, https://arxiv.org/abs/2506.09956

[A] Process untrustworthy inputs (incoming issues opened by any user)

[B] Access to sensitive systems or private data (all the repositories of the user)

[C] Change state or communicate externally (respond to issues)

- Don’t allow the agent to respond to external users

https://ai.meta.com/blog/practical-ai-agent-security/
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